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Introduction 
The rapid shift to remote working among employers across a range of industry 

sectors in response to the Covid-19 pandemic represents a dramatic evolution of 

organisation practices and has required organisations to adapt to a work culture 

in which staff and teams are no longer co-located and traditional management 

and supervisory approaches such as “Managing By Walking Around” are no 

longer possible or effective. 

As the future ways of working in many organisations will involve remote or 

blended working arrangements to allow for management of social distancing 

and the protection of employees who may be in high risk categories due to 

underlying medical conditions, it is unlikely that organisations will be able to 

return to their traditional employee supervision practices. 

As such, many may consider that the adoption of remote monitoring 

technologies to engage in employee monitoring as a substitute for “in-person” 

management and supervision techniques. 

As this represents a significant shift for many organisations in terms of 

management methods, Castlebridge has prepared this guidance for 

organisations to address the data protection and privacy implications of such 

technologies, as well as the organisational change management and related 

issues that can arise from the introduction of remote working and employee 

monitoring as a core component of the employer/employee relationship. 

This guidance does not constitute legal advice and is presented for general 

information purposes only. 

  



Overview of Technology and Law 
In this section we present an overview of technology landscape and the legal 

environment that applies in the European Union and, specifically, in the Republic 

of Ireland. 

It is important to note that the technologies discussed here are different to time 

logging and time recording systems which might be introduced by an 

organisation through a project management or helpdesk system or associated 

time tracking systems but which simply record or log time against tasks or 

activities created by the employee or derived from a project plan task list or 

helpdesk ticket assigned to the employee 

Summary of the Technology Environment 
Remote monitoring tools range from the simple [example] to the complex 

[example]. They range from the overt (installation and operation is visible to the 

employee) to the covert (the application runs in an anonymised process and is 

not visible to the employee). 

Category of Monitoring 

Technology 

Examples of Application 

Overt Monitoring  Application usage monitoring 

 Website usage monitoring 

 Mouse/keyboard activity logging 

 Desktop screenshotting (taking snapshots of what is open 

and being worked on, either on timed interval or in 

response to a trigger event) 

 Real-time streaming of desktops to a monitoring 

dashboard 

 Recording of desktop activity as video 

 Remote web camera activation / recording 

 Remote audio activation / recording 

 Social media monitoring, including keystroke logging, 

content viewing, messages exchanged etc. 

 File access from within applications 

 Email activity monitoring 

 GPS Location tracking 

 Call recording / monitoring 

Data Loss Prevention  Document print monitoring 

 Email content and attachment monitoring 

 File storage access (e.g. Dropbox, Google drive, etc.) 

 Use of USB devices 

 Anti-malware controls (identifying phishing emails etc.) 

Covert Monitoring  All of the above, but using a pseudonymised service 

installed on the device without transparency 

 



These technologies, in various combinations, are provided by a range of 

vendors. Data Loss Prevention capability is included, for example, in some 

Office365 licences, and several vendors provide technologies for data loss 

prevention that address risks arising from exfiltration of files or data or 

mitigating the risks of inbound threats such as malware or phishing attacks. 

However, the more specific employee monitoring technologies referred to above 

provide significant additional functionality over and above basic user access 

logging and data loss prevention capabilities. 

All of these technologies require some form of desktop-agent software to be 

installed, and they are usually paired with a web-based monitoring portal. Many 

of these technologies allow the organisation administrator to choose between 

an Overt (visible) monitoring or a Covert (invisible / silent) mode of operation.  

Overt monitoring usually provides visible notification to employees that they are 

being monitored and allows them to start and stop the tracking of their activity. 

Covert monitoring installs software that runs in the background and records all 

activity. Employees are unable to see or to disable the monitoring application. 

 

Figure 1 Example Remote Monitoring Account Configuration 

In the example above, the vendor identifies that silent monitoring can only be 

installed on “company-owned” devices. It is unclear how this would be enforced 

to prevent installation on employee-owned devices. 



 

Figure 2 Example of video screen capture in an employee monitoring tool 

Summary of the Legal Environment 
Remote Monitoring technologies fall within the scope of both Regulation 

2016/679/EU and the ePrivacy Directives. Within Irish domestic law, the Data 

Protection Act 2018 and SI336/2011 apply. 

There is also court decisions from both the European Court of Human Rights 

(EHCR) and the Court of Justice of the European Union (CJEU) which need to be 

taken into consideration by employers. 

It is important to bear in mind that the use of remote employee monitoring 

technologies for staff who are working from home presents different issues and 

challenges than would arise for monitoring of employees working in a traditional 

office environment. Factors that need to be considered include (but are not 

limited to): 

1) Potential capture of personal data of third parties (e.g. people living with 

your employee, including children) who may use a device or who may 

simply be in the background when a camera or audio capture function is 

activated 

2) The difference between the private communications network of a 

company Local Area Network and the public communications network 

that is the employee’s broadband connection (irrespective of whether it is 

paid for by the employer) 

 

  



GDPR and Data Protection Act 2018 
Employee monitoring falls within the scope of GDPR and the Data Protection Act 

2018 as it entails the processing of personal data. Depending on the context of 

the organisation or the employee’s role, it may also result in the processing of 

special category data. For example, if the employee is working in the HR 

department of the organisation, their day to day activities may involve the 

processing of data relating to health in the form of sick certs or occupational 

health assessments. 

Therefore, the fundamental principles of Data Protection law apply to employee 

monitoring.  

1) It must be fair, lawful, and transparent 

2) It must be for a specified purpose 

3) It must be adequate and limited to what is necessary for the purpose 

4) The processing must allow for any errors or inaccuracy in the data to be 

corrected (accuracy principle) 

5) Appropriate controls must be implemented to ensure the integrity and 

confidentiality of the data 

6) Data should be retained for no longer than is necessary for this purpose 

Furthermore, the organisation must ensure that there appropriate 

organisational and technical controls in place to ensure that the above principles 

are complied with (the Accountability Principle).  

Therefore, when selecting, configuring, and deploying an employee monitoring 

solution, organisations must ensure that appropriate consideration is given to 

these factors. 

Fair, Lawful, and Transparent 

The transparency requirement under GDPR precludes the use of any covert 

employee monitoring technology such as the “silent mode” that is available in 

the tool outlined above. 

Employers must also ensure that their staff are made aware of the use of and 

existence of any monitoring technologies in the organisation. Consideration 

should be given to the ECHR ruling in the Bărbulescu case1 which highlighted the 

importance of transparency and disclosure of workplace monitoring. 

                                                
1 https://hudoc.echr.coe.int/eng#{%22itemid%22:[%22001-177082%22]} 



Other cases (e.g. Copland v UK2) have highlighted that an implied right to monitor 

the email and internet usage of employees is unpersuasive and that email, 

internet use, and telephone monitoring requires prior notification to the 

employee.  

Furthermore, the European Data Protection Board has reaffirmed the guidance 

of its predecessor organisation, the Article 29 Working Party, with respect to the 

monitoring of home and remote working3. This guidance is sceptical as to the 

applicability of the legitimate interests’ basis for processing given the potentially 

disproportionate nature of the processing involved in respect of technologies 

such as keystroke, mouse movement logging, or other capture. 

In determining a lawful basis for processing in respect of remote monitoring, 

employers cannot rely on consent as a basis for processing under GDPR due to 

the imbalance of power between the employer and the employee that would 

arise, particularly with automated processing and logging of employee activity.  

Any requirement to require remote monitoring of the employee as part of their 

contract of employment would need to be clear as to the purpose of such 

monitoring and any such monitoring would need to be the minimum necessary 

to ensure the employee is complying with their duties as an employee. 

Should the organisation wish to rely on Legitimate Interests, they will need to 

complete a formal balancing test assessment for each monitoring function that 

is deployed to reflect the differing impacts on the fundamental rights and 

freedoms of the affected data subjects. 

The Non-Employees 

Workplace monitoring in an “on-site” context does not need to consider the 

implications of the non-employees who might be present in the employee’s 

residence or remote work location. As these people will not be employees of the 

organisation they cannot be bound by the internal policies of the organisation 

and the question then arises as to how they might be informed of the existence 

of any monitoring processes which might capture them or their data. 

Also, the question arises as to what lawful basis might arise permitting the 

processing of personal data of a third party, particularly in circumstances where 

there is a mix of personal and professional use of a computer or where, for 

                                                
2 Copland v UK, [2007], ECHR 253 (https://www.bailii.org/eu/cases/ECHR/2007/253.html) 
3 http://ec.europa.eu/newsroom/document.cfm?doc_id=45631 



example, children might be using a parent’s computer to complete homework or 

other tasks. 

In the absence of consent or a contractual legal basis, employers would likely 

need to rely on legitimate interests for the processing of data of non-employees. 

As such, the definition and implementation of any remote working monitoring 

policy and the use of any remote monitoring software will need to consider 

these issues as part of a formal balancing test assessment to demonstrate how 

the rights to data protection and privacy of these parties are outweighed by the 

interests of the organisation. 

Purpose Specification and Limitation 

The implementation of remote monitoring tools for employees who are remote 

working needs to be for a specified purpose. Purposes which might be identified 

include: 

 Detective and Preventative controls in respect of data loss prevention 

 Logging work-time against tasks for the purposes of time recording and 

compliance with any applicable Working Time legislation 

 Logging work-time against tasks for the purposes of client billing 

 Quality Assurance and Training purposes 

 Disciplinary purposes 

The employer should be able to define what the purpose is for introducing the 

different remote monitoring functions which are being implemented in the 

organisation. Where a software tool provides multiple functionalities or modes 

of operation (e.g. screen capture as well as key stroke activity logging), the 

employer should identify what the purposes is for each function as each of these 

is a separate processing activity with the overall monitoring process.  

Adequacy and Necessity 

Employers have a duty to ensure that the remote monitoring capabilities that 

they implement are adequate for the purposes identified, and that the 

processing is proportionate and necessary for that purpose. 

For example, if an employer wants to use time recorded for the purposes of 

measuring productivity and identify training needs and they have implemented 

the recording of video screen capture for employees, the necessity of that 

recording would need to be clearly demonstrated. 

Accuracy 

It is important that any tool accurately record data. A variety of considerations 

arise here: 



 “Thought work” versus work product development can result in 

employees spending time reading, researching, or developing concepts 

away from their devices which will not be recorded by any automatic 

employee monitoring solution.  

 Screen capture utilities may not capture the actual screen that employees 

are doing their work on if they have a multi-monitor setup for ergonomics 

reasons4. 

Therefore, employers may wish to consider tools that allow employees to edit or 

adjust any automatically recorded work monitoring and time recording, and they 

may need to consider implications of whether data recorded from a device 

would be accurate enough for whatever purposes they might wish to put it to. 

Relying on a screen capture of an employee’s monitor which remains unchanged 

as part of a disciplinary action might become problematic if the employee’s work 

was being carried out on a second monitor. 

Integrity and Confidentiality 

The issues of integrity and confidentiality of data arise from two perspectives 

when an organisation implements any form of automatic employee monitoring. 

Integrity and Confidentiality of data captured by monitoring 

Consideration would need to be given to how the data relating to the employee, 

their work practices, and also the data relating to any third-party which is 

processed as a result of web-camera or audio recording, or through their use of 

the device, will be processed and stored securely. 

This extends beyond the security of the monitoring application however and 

should include consideration of how any downloaded images, videos, or other 

data that is captured through the monitoring is secured and protected from 

unauthorised or accidental access, alteration, deletion, or disclosure. 

Integrity and Confidentiality of data processed by employee or another 

Organisations must consider how the implementation of a remote employee 

monitoring technology will impact on the integrity and confidentiality of any 

personal data or other data that is being processed by the employee, and also 

the potential implications for any logging of data that is being processed by 

another person, not the employee, on a device which may be used by other 

parties. 

                                                
4 In preparing this guidance, we deployed an employee monitoring solution on the author’s 

laptop. They work with an external monitor as their primary screen and this was not captured in 

any recording. 



For example, if an employee is processing payroll information of their colleagues 

as part of their role, a screen-recording or screen-capture process will capture 

information relating to those other employees by reason of the recording. 

Unauthorised disclosure of those recordings or screen capture images could 

result in injury to the rights and freedoms of that other individual. 

Alternatively, where an employee is communicating by email with their doctor 

about a child’s medical condition, using a web-based email service, a screen-

capture or recording process could capture special category data relating to the 

child which the employer would assume responsibility for under GDPR. 

In the scenario where a family member or child borrows an employee’s device to 

use for their own purposes, any data logged about that third party family 

member will also need to be appropriately protected. 

Storage Limitation 

GDPR requires that data is held for no longer than is necessary for the purpose 

for which it was originally obtained or as necessary for compatible purposes. In 

the context of remote monitoring, this requires the retention of any logged 

information to be retained only as long as is required for the associated payroll, 

performance management, or other defined purpose. 

As such, employers would, at a minimum, need to ensure that any remote 

monitoring platform allowed for the retention of any recorded data after a user-

defined period of time. 

SI336/2011 and the ePrivacy Directives 
Employee monitoring technologies that read and write data to or from a device 

connected to a public communications network could fall within the scope of the 

ePrivacy Directives as enacted under SI336/2011 in the Republic of Ireland. 

Therefore, any operation of a remote monitoring tool that requires data to be 

read from or written to an employee’s device will require consent. Scenarios 

where this would arise would include (but are not limited to): 

 Recording of video or still images of screen activity on the employee’s 

device where these recordings are stored (even temporarily) in a local 

application repository 

 Any processing which captures audio or video from the microphone or 

webcam on the employee’s device. 

The difficulty arises in that consent for processing is not regarded as an 

appropriate legal basis in an employment context due to the imbalance of 



power between the employer and the employee.  However, as the consent 

under SI336 is the consent of the subscriber, it is arguable that an internet 

connection paid for by the employer would mitigate this issue.  



Recommendations and Guidance 
For employers who are implementing tools and technologies we set out the 

following recommendations and guidance. As remote working, and the remote 

monitoring of employees, constitutes a significant shift in organisation dynamics 

for many, we also present some high-level guidance for organisations to 

consider in respect of things to consider for their remote working transition. 

Managing and Mitigating Data Protection Risks 
Monitoring of remote workers involves, in many contexts, the employer stepping 

into the domestic space of the employee and those that they cohabit with. 

Therefore, the data protection and privacy dynamic is different compared to the 

issues that arise when monitoring in an office environment as the privacy and 

data protection rights of others need to be considered. 

1) Data Protection Impact Assessments are essential 

The European Data Protection Board has explicitly identified employee 

monitoring as a category of processing which requires a formal DPIA under 

GDPR. Failure to complete a DPIA in this context would constitute a breach of 

the legislation and could potentially expose the organisation to fines or other 

administrative sanctions, as well as potential civil liability. Company Directors, 

Officers, or managers could also face personal liability under Section 146 of the 

Data Protection Act 2018. 

The DPIA must not be a ‘tick box’ exercise and should clearly define the business 

purposes that are to be met by the remote monitoring. The DPIA should include 

the evaluation of the Balancing Test of interests between the employer, the 

employee, and the people the employee may be living with or sharing a remote 

working space with who are not employees of the organisation. 

This DPIA should inform the requirements for any remote monitoring software 

solution and the implementation of any required controls or processes to 

ensure compliance with GDPR and the ePrivacy Directives. 

It is important to note that where a substantial residual risk to the fundamental 

rights and freedoms of data subjects remains after the any mitigations that are 

identified have been implemented, the employer is required under Article 36 of 

GDPR to refer the processing to the Data Protection Commission for formal prior 

consultation. 



2) Less is More – Apply the Data Minimisation Principle 

While it may be tempting for organisations to implement a myriad of 

technologies to monitor and manage staff who are working remotely, ‘less is 

more’ is a good mantra to apply.  

Based on the definition of their remote monitoring requirements, organisations 

should identify solutions that meet the minimum requirement, with any 

additional functionality requiring a clear business needs justification. 

For example, if the requirement is to prevent data loss through exfiltration of 

files or emails by employees or through the delivery of malware, phishing 

attacks, or other external attack, and the organisation does not require 

keystroke logging for productivity measurement, a data loss prevention 

technology that meets those needs would be appropriate. As such, a full 

employee monitoring solution would not be necessary for the purpose and 

should be avoided. 

A good DPIA will help the organisation identify and refine its business needs in 

respect of employee monitoring and the approach that is to be taken.  

3) More is never less – Transparency and disclosure of monitoring 

While less is more in terms of the technologies and types of monitoring data that 

you might deploy, the opposite is true in respect of transparency and disclosure 

of the monitoring that is taking place.  

Organisations should be clear in employee handbooks and other briefings as to 

the types of employee monitoring that is undertaken, the purposes for that 

monitoring, and the legal basis that is being relied upon (likely to be legitimate 

interests). 

In addition, it should be clear to the employee when they are being monitored. 

This could be achieved through the employee having control over the 

monitoring through self-reporting of time against tasks, or through the 

employee activating a timer to record their time for logging. 

Any use of a web-camera capture facility should be announced in advance and 

the employee should have the right to opt-out of any such processing. 

The use of covert monitoring or “silent” logging through an installed software 

agent would be incompatible with this transparency requirement. 

 



4) One Size doesn’t always fit all 

Many of the employee remote monitoring tools combine basic productivity and 

time logging tools with more invasive automated work or attention monitoring 

technologies such as screen capture or remote camera activation. While an 

organisation might prefer to have a single solution for all things that can 

integrate into other back-office systems such as payroll or customer billing 

systems, it’s important to take an objective view of what the organisation needs 

to have and how that can be implemented. 

The risk with a multi-functional employee monitoring platform is that it may 

include functionality which is not required by the organisation, but which might 

be deployed by default if it is made available. It is important that the employer 

can match the functionality that is being deployed with a clear business need 

and processing purpose. 

For example, on completion of their DPIA, an employer may identify that a 

manual time logging system combined with a specialist data loss prevention tool 

meets their requirements and, as such, expenditure on more automated 

employee monitoring technologies would not have a business justification. 

5) Covert monitoring is unlikely to be lawful or acceptable to staff 

Covert monitoring solutions should be avoided as they are unlikely to be lawful 

and your staff are very likely to object to “being spied on” in that way. 

6) Avoid using screen recording, webcam capture, or audio recording 

Technologies such as screen recording, screen-shot capture, remote webcam 

activation, or audio recording should be avoided except in circumstances where 

they are manifestly necessary and proportionate. 

There is a significant difference between operating a CCTV system in your offices 

which can monitor staff and having software randomly activate a web-cam that 

is pointing into the employee’s home or randomly sampling audio from the 

environment to “hear” what the employee is doing, which could capture 3rd 

parties in the domestic space. As such, the necessity and proportionality of such 

technologies is questionable in a remote working context. 

Screen recording and screenshots create further data risks and, in that context, 

their use requires a strong justification. 

Targeted use of screen recording or other technologies may be justified in 

certain circumstances, such as the employer having grounds to believe that the 

employee is not performing their duties or is using company equipment or data 

inappropriately. 



Again, a robust DPIA should be undertaken that identifies the scenarios where 

screen-recording or other tools might be required. The DPIA must set out clear 

procedures for authorising the use of these types of technology in a targeted 

way, but we would strongly advise against their use as a default monitoring tool 

for employees. 

7) Consider implications of BYOD policies or culture 

Many organisations have adopted a “Bring Your Own Device” model in recent 

years, allowing employees or contractors to use devices of their own choosing 

for work purposes. This raises a number of challenges when implementing any 

form of remote employee monitoring as, depending on the organisation’s BYOD 

policy, they may or may not have the ability to require an employee to install 

software remote monitoring software on the device, particularly software that 

runs in a “silent” mode and logs keystrokes or other data automatically to record 

productivity. 

Your Data Protection Impact Assessment should consider the implications for 

employees or contractors who are using their own devices for work purposes. In 

particular, if any of your team who use a BYOD device work with other 

organisations, the use of any monitoring solution that records on-screen activity 

could result in a data security breach. Likewise, monitoring software deployed by 

other organisations on to your contractor’s devices could lead to a data security 

breach for your organisation. 

8) Consider the implications of cross-border data transfers 

While monitoring software may be installed locally on an employee’s device, the 

back-end processing of the data generated from the remote monitoring process 

may take place on servers outside the European Economic Area. Employers 

must ensure that there is a valid legal basis for data transfers outside the EEA, 

including transfers to the United Kingdom after 31st December 2020. 

Appropriate due diligence should be carried out on any remote monitoring 

supplier to ensure that you are aware of where your employees’ data, and any 

data that is captured through the monitoring process is going. 

9) Focus on what you need to know, not what you can measure 

When implementing any form of employee monitoring, organisations should 

focus on what they need to know in terms of employee productivity, work 

patterns, and any required evidence of management of working time obligations 

and employee rest periods. Employers should avoid the temptation to introduce 

new levels of monitoring that were not present in the “on-site” workplace simply 

because the technology is available. 



Ultimately, if it is not something you were doing or measuring before, you need 

to be able to establish clearly why it is something that is necessary for you to do 

or measure in a remote working context. 

A robust DPIA that drills into the business needs to be met by an employee 

remote monitoring solution is essential to ensuring that your oversight of staff is 

not subject to function creep and excessive data gathering simply because you 

have become aware of new functionality or technologies. 

10) Consider an Outcomes-Based approach to Employee 

monitoring 

Rather than putting your attention or investment on the how and when of 

working, organisations should consider how they might best measure the 

outcomes of that work in a way that supports the employee. Focussing on 

quality of deliverables, delivery to deadlines, and other output-led metrics, 

rather than quantity of effort or input-driven metrics may lead to different 

assumptions as to what the business needs you have for employee monitoring 

are in a remote working environment. 

Again, a properly executed DPIA that considers the data landscape for how you 

might define and measure appropriate KPIs for remote workers, using relevant 

and appropriate technologies, is an invaluable investment in due diligence. 

  



Aligning your Company Culture for Remote 
"The magic formula that successful businesses have discovered is to treat customers 

like guests and employees like people." ~ Tom Peters 

Employers who are implementing remote working as a large-scale practice may 

be better served by putting an emphasis on how their company culture needs to 

evolve to support effective and efficient remote working practices that serve the 

needs of both the employee and the employer. 

Ultimately, the remote working transition is one that requires a high degree of 

trust in the employer/employee relationship for it to work. Employers need to 

trust that their employees will work diligently and continue to deliver value for 

the organisation in an efficient and effective manner. Employees need to trust 

that their employer will not implement work practices or processes that impinge 

on their private space and which do not introduce inappropriate time-and-

motion study work practices into the knowledge worker environment. 

Research has shown that remote monitoring of employees, particularly in 

knowledge-intensive roles, can engender strong feelings of distrust from the 

employee to the employer. Likewise, the way in which the remote monitoring 

information is used can also affect the perception of employees towards it. 

When it is perceived as a means of control, workers are less accepting of it, but 

when it is used to enable constructive feedback and positive support, employees 

tend to be more accepting. 

Therefore, organisations need to make clear strategic decisions to treat their 

employees like people, not units of production, and to use any remote 

monitoring technologies to support coaching and mentoring to address any 

issues in performance, productivity, or quality. 

 

Figure 3 Castlebridge "Triple A" Information Life Cycle 

While remote employee monitoring tools can provide you with the basis for a 

‘data-driven’ approach to employee management to replace the traditional face-

to-face management approaches, it is important to consider the life cycle of the 

information and work backwards from the actions you want or need to take 

(proper billing, proper payroll, employee quality improvement etc). to identify 



what information you need to enable those actions and, ultimately, how you 

might acquire that information. In this way, you will implement remote 

employee monitoring supports that are aligned with the business objectives and 

culture of the organisation.  

The alternative is that you risk implementing data acquisition in a way that 

provides data that you may not have a clear purpose for and which will have the 

result of impacting, potentially negatively, the culture and trust within your 

organisation. 

Remote Management vs Remote Monitoring 
"The simple act of paying positive attention to people has a great deal to do with 

productivity." ~ Tom Peters 

A corollary of the last point above is that there is a risk when implementing 

technology driven approaches to remote employee monitoring that the 

technology becomes an inferior substitute to good management practice and 

engagement with your teams. 

Irrespective of what level of employee monitoring you implement, from basic 

time recording to more invasive productivity logging, it is essential that 

employers recognise the significant difference between monitoring and logging 

work and the actual practice of managing and leading their workforce. 

Therefore, if your recognised business need is to ensure employee productivity, 

that need might best be achieved by simple time sheet recording and regular 

coaching and review calls or virtual meetings to track progress against 

objectives. Even where the data is more granular through automated logging of 

activity, the data will do nothing to improve employee engagement or 

productivity if management do not use it to engage with and give attention to 

the employee. 

If your previous management style was one of “management by walking 

around”, perhaps adopting a “management by calling around” approach of 

scheduled quick 1-to-1 sessions with your team might prove more effective than 

having software take a photograph of them that you might look at later in the 

month. 

If the management culture in the organisation was one where having visibility of 

the team was important, look at how you can use team check-in meetings to 

support knowledge sharing, provide briefings, review performance, and build 

connections. 



Conclusion 
Appropriate technologies to support the monitoring and oversight of employees 

who are working remotely can have benefit for organisations, particularly as 

remote working will become a larger part of many people’s working lives in the 

future. 

However, as a range of technologies and approaches are often bundled under 

the heading of “remote employee monitoring”, it is essential that employers are 

clear as to what their business needs are and understand the implications and 

potential impacts on company culture, employee trust, and staff engagement 

that might arise depending on the approach to measurement and monitoring 

that is adopted. 

Ultimately, trust is an important component of successful remote working 

transitions in organisations. 

Issues such as the use of BYOD devices, and the fact that remote workers will be 

sharing space, and potentially their devices, with those they live with create 

additional considerations from a data protection and privacy perspective that 

need to be included in the planning and implementation of employee 

monitoring. 

Employers MUST complete a Data Protection Impact Assessment that clearly 

sets out the business need for the remote monitoring, and also documents the 

balancing tests for each processing activity for which the employer will be relying 

on legitimate interests as their basis. The DPIA should also consider issues such 

as cross-border data transfers and also the appropriateness of different 

technologies such as screen-capture or keystroke logging. 

Consent is unlikely to be a valid basis for any processing of data in respect of 

employee remote monitoring under GDPR or the ePrivacy Directive (as enacted 

under SI336/2011). This has implications for the processing of data that is 

recorded and stored on-device for transfer to a monitoring platform. 

Ultimately, employers should appreciate that remote working represents a 

culture shift in their organisation and the choices that are made about how 

employees who are working remotely are managed and monitored will have 

significant implications for the overall organisation culture. 

It is important, in that context, to that employers recognised that measurement 

of employee performance or productivity is a tool for management and 

development of staff, not a substitute for it. 


