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INTRODUCTION 
The development of new technologies with astounding capabilities to record and 

parse human status, actions, and even intention calls for greater attention to 

ensuring a framework is in place to make certain human rights are upheld in the 

development and use of these emerging technological abilities. 

A call for “Big Data Ethics” does not require a new Ethics.  Rather, it is a call for a 

framework in which we can ensure Big Data technologies are applied ethically.  

Furthermore, as the Volkswagen emissions scandal has illustrated, this Ethic needs to 

be applied to all aspects of information management. The emergent technological 

abilities are in themselves neutral, but care must be taken to define the nature of 

protection required to recognize and preserve human rights and the common good 

in the development and use of the technology.   

We may look to fundamental first principles in Ethical behaviour to develop a 

principles-based framework that addresses the anticipated actions and their 

outcomes. As such, an “ethical framework” is a scaffolding to structure our 

understanding of already existing systems of ethical values and norms. It should take 

into account socialized behavioural norms and biases, providing tools to determine 

right action, and identify possible ethical violations. An ethical framework for 

Information Governance and Information Management will not invent new 

determinations of what is ethical, but rather will identify the applicability or 

application of ethical values already present to new developments in information 

processes and technologies. 

An organization developing a technology or practice needs to consider their 

decision making and the outcomes they expect to achieve in the context of more 

than one ethical framework.  Every organization has its own ethical framework in 

which its priorities, strategies, and actions are made.  The organization interacts with 

a broader social ethical framework which it may be more or less aligned with.  

Society evaluates the value of an organization’s actions and by extension judges 

the organization by their alignment with society’s ethical framework. 

NEW TECHNOLOGY AND THE DEVELOPMENT OF 

RIGHTS: WARREN AND BRANDEIS 
One of the great risks identified in the application of modern information 

management capabilities and analytical tools is violation of the fundamental 

human right to privacy.  However, this is not the first time that new developments 

and applications of technology have raised concerns about the preservation of the 

right to privacy in the face of the danger of its dissolution by use of technology. 

Samuel D. Warren and Louis D. Brandeis founded their argument for a “Right to 

Privacy” in the light of developments in business and technology.  They referred to 

the basic principle in common law “that the individual shall have full protection in 

person and in property”, stating that “it has been found necessary from time to time 
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to define anew the exact nature and extent of such protection”1 and arguing that 

changes in political, social, and economic realities reveal the need for new legal 

recognition of human rights.  They argued that, “Recent inventions and business 

methods call attention to the next step which must be taken for the protection of 

the person, and for securing to the individual what Judge Cooley calls the right "to 

be let alone."  

In doing this, Warren and Brandeis conceptualized privacy as a basic fundamental 

right to the development of the human as an autonomous individual with thoughts 

and feelings.  Essentially, they argued for the preservation of human dignity in two 

forms: individual autonomy and the development of personality, and the 

preservation of public face.  In doing this, they presented two models for 

understanding privacy that reflect the different ways privacy rights are approached 

in the United States and in Europe.  While in the United States case law regarding 

privacy with a focus more on the idea of privacy as related to intellectual property 

or as a “liberty right”, Warren and Brandeis also clearly linked the “right to privacy” to 

first and fourth amendment rights, with a clear emphasis on privacy rights as 

fundamental to the dignity of the individual.  One can read this as an argument for 

privacy as a “personality right”.   

 Bart van der Sloot has identified a clear link between the conceptualization of 

privacy rights in a European context to the German concept of 

“Persönlichkeitsrecht”, referring to Article 2 paragraph 1 of the German Constitution, 

which states that “Everyone has the right to the free development of his personality 

insofar as he does not violate the rights of others or offend against the constitutional 

order or the moral code.”2  In this, “privacy” is not just a negative right to be “left 

alone”, but a positive right to be free to develop one’s personality as an 

autonomous human.  In the wake of human rights violations perpetrated in the years 

leading up to, during, and after the Second World War, European nations have 

adopted a strong fundamental rights approach to privacy, regarding privacy as a 

necessary right fundamental to the respect for human dignity.  This fundamental 

rights-based focus is reflected both in the institution of an overarching Data 

Protection directive, and in Articles 7 and 8 of the European Convention for Human 

Rights, which has binding treaty power. 

This rights-based understanding of privacy has a deep history in European 

philosophy and ethics, which are based in philosophical understandings of the 

personhood and the individual, including Immanuel Kant’s formulations of the 

Categorical Imperative.  In tracing back our understanding of privacy to first 

principles, we may uncover the foundations of an ethical framework for new 

developments in technology and actions. 

  

                                                 
1 Warren, Samuel D. and Brandeis, Louis D.  “The Right to Privacy” Harvard Law Review, Vol. 4, 

No. 5 (Dec. 15, 1890), pp. 193-220 
2 Sloot, Bart van . der ., Privacy as Personality Right: Why the ECtHR’s Focus on Ulterior Interests 

Might Prove Indispensable in the Age of “Big Data”. Utrecht Journal of International and 

European Law. 31(80), (2015),  pp.25–50. DOI: http://doi.org/10.5334/ujiel.cp 
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FIRST PRINCIPLES 

PRIVACY AND ETHICS: KANT AND THE CATEGORICAL IMPERATIVE 
As an ethical framework, Kant’s formulations of the Categorical Imperative directly 

apply to contemporary ethical questions about privacy and human rights.  Kant’s 

first formulation of the Categorical Imperative –  “Act only on that maxim through 

which you can at the same time will that it should become a universal law” – is a 

direct answer to the demand for universal surveillance of citizen activity.  It is 

significant that the claim that “If you have nothing to fear you have nothing to hide” 

is never met with equivalent offers of complete transparency.  

The ultimate transparency of a surveillance state also removes autonomy and 

dignity.  Without the ability to preserve the privacy of one’s thoughts and actions 

one is in a continual state of exposure, comparable to having no choice but to walk 

down the street naked.  The fact that in some situations one prefers to remove all 

one’s clothes (e.g. a nude beach or in the shower) does not defend against the 

removal of that choice.   

KANT’S SECOND FORMULATION OF THE CATEGORICAL IMPERATIVE:   
The question of autonomy and informed consent brings us to Kant’s second 

formulation of the Categorical Imperative:  “So act as to treat humanity, both in your 

own person, and in the person of every other, always at the same time as an end, 

never simply as a means.” 

This ethical law (or imperative) provides a rule of thumb for right action, in which 

understanding whether an action is ethical or not is founded in respect for the 

human as an autonomous person with the right to choose and act in their own 

capacity.  This foundational principle centres upon respect for human dignity.  The 

second formulation of the Categorical Imperative provides a clear and simple 

framework, a check point that aligns with the concerns that modern technological 

advances may violate human rights and dignity. 

Kantian Ethics primarily focuses on ethics in the intent behind action or the “rightness 

of an act” rather than the outcomes of an act.  In the case of framing an applied 

ethics for an information governance context, these ethical principles can be a 

clear foundational starting point.  However, it will also be extremely important to 

consider the consequences of an action or designed process, whether the 

consequences (or outcomes) in question are intended or unintended.  An ethical 

framework for modern information practices will need to ensure that the individual’s 

rights or human dignity are upheld in the outcomes of the actions and processes 

designed.  As modern information management processes increase in complexity 

and capacity, the risk of unintended outcomes that violate the rights of the person 

increases.  These risks must be considered in planning and design, so that possible 

controls and design changes to mitigate the risk of treating individuals as a means 

rather than an end might be introduced. 

It is interesting to consider the implications of Kant’s second formulation in the 

context of the oft used mantra about modern on-line services: “If you are not paying 

for it, you are the product”.  
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PRIVACY AS A HUMAN RIGHT 
Building on the concepts of privacy as a right related to human dignity as Warren 

and Brandeis framed it, Samuel I. Benn defined privacy in the context of respect for 

the person as an autonomous individual or “chooser”. Essentially, Benn framed the 

violation of privacy as a failure to respect personhood.3  This Human Rights focus 

brings us back to first principles, with an understanding that privacy as a right 

upholds the treatment of a human as an autonomous individual, a “chooser” who 

must be treated as an ends, not just a means.  The conceptualization of the 

individual as “chooser” directly relates to the need to be able to actively and 

knowingly consent to the processing of one’s information and the purposes for 

which it is processed. 

In announcing the formation of an external Ethics Board for data protection issues, 

the European Data Protection Supervisor Giovanni Buttarelli expressed the need to 

“promote an ethical dimension in future technologies to retain the value of human 

dignity and prevent individuals being reduced to mere data subjects”.4  This 

statement reveals a concern that the understanding of the “data subject” as an 

individual human whose rights and dignity must be preserved might be lost, which in 

turn directly reflects Kant’s formulation that ethical action will treat the human as an 

individual as an end, not a means.  The EDPS Paper “Towards a New Digital Ethics” 

places clear importance on the link between Ethics and preserving the dignity of the 

human to enable “empowered individuals”.5  The paper outlines four tiers of ethical 

considerations: 

(1) Future-oriented regulation of data processing and respect for the rights to 

privacy and to data protection. 

(2) Accountable controllers who determine personal information processing. 

(3) Privacy conscious engineering and design of data processing products and 

services.  

(4) Empowered individuals.   

In this, the EDPS call for a “Big Data Ethics” that looks to preserving human rights via 

a focus on privacy in the design and engineering of “big data” projects, and an 

increased accountability for data controllers as key aspects of a future in which the 

individual human is seen as an ends, not a means. Giovanni Buttarelli thus follows in 

the footsteps of Warren and Brandeis, recognizing that new technologies and 

                                                 
3 Stanley I. Benn, 'Privacy, Freedom, and Respect for Persons', in Privacy: Nomos XIII, ed. J. 

Pennock and J. Chapman (N.Y.: Atherton Press, 1971), pp. 1-26. Stephen Hudson and 

Douglas Husak further discuss Benn’s formulations in the context of proportionality and 

balancing of rights in Hudson, Stephen D. & Husack, Douglas N. “Benn on privacy and 

respect for persons”. Australasian Journal of Philosophy, 57:4 (1979), pp. 324-329, DOI: 

10.1080/00048407912341351 
4Press Release EDPS/2015/07  “EDPS to set up an Ethics Board” 

https://secure.edps.europa.eu/EDPSWEB/webdav/site/mySite/shared/Documents/EDPS/Pres

sNews/Press/2015/EDPS-2015-07-EDPS_Data_Ethics_EN.pdf 

5 European Data Protection Supervisor. Opinion 4/2015 Towards a new digital ethics:  Data, 

dignity and technology.  11 September (2015).  3.  

https://secure.edps.europa.eu/EDPSWEB/webdav/site/mySite/shared/Documents/Consultati

on/Opinions/2015/15-09-11_Data_Ethics_EN.pdf 
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modes of business call attention to the next steps that must be taken to preserve 

human rights, establishing a call for an ethical framework founded on a recognition 

of human rights and the fundamental concepts of human dignity and autonomy. 

CULTURAL SPECIFICITY OF ETHICAL FRAMEWORKS 
While we describe Privacy as a fundamental right, it is also to an extent a culturally 

bound construct. Up to this point, this paper has largely focused on “privacy” as a 

concept developed in the more individualistic cultural frameworks of European and 

American philosophy and thought.  Different cultural and ethical constructs have 

different understandings of the "individual" and thus have historically had different 

understandings of "privacy".   For instance, the concept of Privacy in Chinese culture 

has previously been linked to the concept of Yinsi or “shameful secret”, with more 

negative than positive connotations.6   
 
 More collectivist cultural and philosophical frameworks such as those based in 

Confucian or Taoist thought may in different ways consider the cultivation of the self 

to be important. However these frameworks would focus more on the goal of that 

cultivation as harmonious union with society rather than focusing on the autonomy 

or unique development of an individual personality as a goal in itself.7  Similarly, 

Japanese cultural understandings of the individual place an emphasis on an 

understanding of the individual in relation to society.   

 

 This does not, however necessarily mean subservience of the individual to society.  

Rather, these philosophical frameworks reveal different focuses and understandings 

of the ideal in describing the relation of autonomous individuals to society.  Even 

looking at Chinese cultural concepts of privacy and the individual’s relation to 

society, it is worth noting that Confucian and Taoist frameworks have quite different 

approaches to individual autonomy, and that these differing frameworks coexist.  An 

understanding of differences may help to find points of understanding and 

approach a shared framework that respects cultural diversity. 

 

It is important to acknowledge these differing frameworks and the diversity of human 

thought in conceptualizing privacy. Global communication and sharing of concepts 

requires understanding the complexities of different cultural frameworks.  However, 

there may often be points of congruence in which agreement may be found.  The 

concept of dignity is one point of congruence, and it can be extremely important in 

these cultural contexts. 

 

The United Nations Declaration of Human Rights and concept of human dignity has 

been increasingly accepted as international ethical frameworks.  The United Nations 

                                                 
6 Ess, Charles. “Lost in Translation”?: Intercultural Dialogues on Privacy and Information Ethics.  

Ethics and Information Technology . 7 (2005), 1-6.  
7 Christina Whitman has traced the conceptual history of “privacy” in Confucian and Taoist 

philosophy and made some interesting comparisons of relatively close cognates to 

“Western” concepts of privacy in Whitman, Christina B. "Privacy in Confucian and Taoist 

Thought." In Individualism and Holism: Studies in Confucian and Taoist Values, edited by D. 

Munro. Ann Arbor: Univ. of Michigan, Center for Chinese Studies, 1985. 

http://repository.law.umich.edu/cgi/viewcontent.cgi?article=1020&context=book_chapters 
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Declaration of Human Rights begins with recognizing the dignity of the human and 

fundamental human rights as its foundation.  As such, this is a strong foundation for 

an ethical framework in an international context.  This is not an aspiration solely for 

the governments of the world; it should rather be considered a “common standard 

for achievement” that “every organ of society . . . shall strive to secure”.8 

The Caux Round Table reflects these ideals in its basic Principles for Businesses in its 

mission to promote responsible and sustainable capitalism. It roots the Caux Round 

Table Principles for Responsible Businesses in two basic ideals: the Japanese concept 

of Kyosei, “Living and working together for the common good” or the “spirit of 

cooperation”, and human dignity.9 

THE COMMON GOOD 

Upholding or enhancing the Rights of the Individual human must then be balanced 

with focus on the Common Good. While this requirement is more clearly obvious in 

collectivist cultural and ethical frameworks, it is also clearly recognized in more 

individualist contexts, the concern of balancing the rights of the individual and the 

common good is very present in individualist cultural frameworks.   

 Warren and Brandeis also recognized the need to balance the privacy rights of the 

individual with the common good, arguing that “to determine in advance of 

experience the exact line at which the dignity and convenience of the individual 

must yield to the demands of the public welfare or of private justice would be a 

difficult task”.  They looked to legal analogies in intellectual property and slander 

and libel law for “more general rules”.  Two of the guiding principles used in 

balancing fundamental rights and goods are necessity and proportionality.  

 An ethical framework for Information Governance will need to balance the pursuit 

of the common good and the rights of the individual.  The expectation that an 

outcome will enhance the common good does not invalidate the need to ensure 

actions taken uphold individual human dignity.   

 The leaders of the Tuskegee syphilis study10 may have been focused on the 

common good as an outcome, but it has widely been recognized that its 

commission and execution was shamefully unethical, and when the details of the 

study were revealed in 1974 public outcry forced its discontinuation.  The Tuskegee 

study treated the men who were subjects of the study as a means, not as 

autonomous humans whose dignity must be preserved.   

 While the focus of the study’s organisers may have been to better understand a 

disease for the greater human good, the direct outcomes of their actions were to 

withhold lifesaving information from people, to deny them the ability to make 

informed decisions, to deny them known treatment for a disease resulting in many 

                                                 
8 Preamble to The Universal Declaration of Human Rights: 

http://www.un.org/en/documents/udhr/index.shtml/ 
9 Caux Round Table Principles for Business. 

http://www.cauxroundtable.org/index.cfm?&menuid=8 
10 https://en.wikipedia.org/wiki/Tuskegee_syphilis_experiment 
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painful and preventable deaths, and to cause the unknowing infection of their 

loved ones. 

 

PRACTICAL APPLICATION 

ETHICS FOR BUSINESS AND MODERN INFORMATION MANAGEMENT 

CAPABILITIES 
Practical application of an ethical framework in the context of modern information 

management will need to consider organizational values, processes, and 

development of technology in the context of fundamental ethical principles such as 

human rights and dignity.  This extends beyond an agreed upon “code of practice” 

into ensuring communication of values across an organization, and governance of 

processes and behaviour.  Without an ethical “tone” set from the top and full 

integration of ethical values across an organization and into the planning and 

design phases of the lifecycle, a code of practice may run the risk of ending up a 

dead and useless “strategy” document that bears little relation to an organization’s 

strategic practice, or “tick box” compliance to a minimal standard that does not 

uphold ethical information management practices.  These scenarios may result in 

unexpected adverse consequences. 

An organization’s priorities may or may not align well with the overall ethical priorities 

expected by the culture the organization interacts with.  Organizational or 

corporate social responsibility is a factor in building trust with the public, and trust is 

often a vital component of an organization’s reputation.  An organization that does 

not clearly uphold the rights of its customers runs a large reputational risk that may 

affect not just the organization itself but the sector it is in.   

A risk-based approach may be used to help define a proactive, principles-based 

strategy to work towards outcomes that align with a rights-based ethical framework.  

In “Ethics and Risk Management: Building a Framework”, Peter Young argues that 

ethics may be considered a risk issue and a management issue, noting that high-

profile scandals point out the “practical consequences of unethical conduct” and 

stating that “organization leaders who espouse a belief that expectations for ethical 

behaviour have become part of the ‘risk environment’ for top management. So, 

arguably, both stakeholders and managers view ‘ethical risk’ management as 

important.”11  The ethical dimensions of business are of concern to an organization’s 

customers and stakeholders.  However, the internal and external understandings of 

an organizations ethics may not align.  It is important to consider both the internal 

goals and values of an organization and the external values and expectations of the 

greater society. 

 

In looking at Moral Business Cultures, Steven P. Feldman observes that organizations 

that place their primary priorities on competition and increasing shareholder values 

often have difficulty integrating their “competitive values” or a focus on maximising 

profit with the “moral values” of the greater community.  Most organizations with 

                                                 
11 Young, Peter C. “Ethics and Risk Management:  Building a Framework”. Risk Management:  An 
International Journal 6:3 (2004) 23-34 
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strong ethical values had a strong moral vision at executive level. Companies with a 

“clear moral vision” integrated an ethical framework that defined the organization’s 

cultures and priorities and directed action, incorporating these values throughout all 

facets of the organization and extending them to interaction with the larger 

community.12  A siloed approach tends to be problematic.  As Feldman says, ““The 

lack of cultural integration between competitive values and moral values plagues 

many companies.”  The results of such a lack of “cultural integration” of 

organizational values and priorities have been seen recently in the scandal 

surrounding Volkswagen’s use of defeat devices to circumvent EPA emissions 

standards by determining whether a diesel engine was being run in test conditions 

rather than regular performance conditions and adjust the performance 

accordingly.  The illegality of using defeat devices to evade environmental 

regulatory standards is one sign of a disjunct between organizational and societal 

priorities, but the loss of trust in the organization that has followed shows that the 

mismatch between the values and ethical standards of the organization extends 

beyond the letter of the law.  It is worth noting that the effects of the scandal are not 

limited to the organization itself.  The consequences of the scandal are likely to 

affect other automobile manufacturers and the German economy in general. 
 

An organization needs to understand its own values and priorities in order to 

communicate them and determine “right action” or desired behaviour within the 

organization.  To ensure outcomes that are considered desirable from the 

standpoint of a customer or the larger community, it is also necessary to understand 

how the organization’s ethics align with the larger community or societal ethics and 

expectations.   The following steps are necessary to clearly determine and 

communicate the ethical framework for an organization: 

1. Identify the priorities of the organization and desired behaviour in the 

organization.   

2. Identify how the organizational ethic or priorities align with the larger societal 

ethical expectations.   

3. Determine the desired outcomes and desired behaviour. 

4. Ensure you have the tools to promote that outcome.  

 The tools in this case may include standards to determine the appropriateness of an 

action or procedure, evaluation of the risks of adverse outcomes (including the 

possibilities of unintended outcomes), and a system of rights and accountabilities to 

ensure alignment of decisions and actions with priorities and ethical principles.  

Outcomes and the alignment of outcomes with customer expectations may also 

act as a sort of large scale Key Performance Indicator for the function of the ethical 

framework. 

As with Information Governance, the ethical framework of an organization needs to 

be communicated across silos.  One way a lack of cultural integration of priorities 

into the organization may be observed is a “tick box” approach to compliance.   In 

general, a focus on regulatory compliance may result in a bare minimum response 

and a reactionary approach rather than a proactive, strategic use of governance 

                                                 
12 Feldman, Steven P. Moral Business Cultures: The Keys to Creating and Maintaining Them. 

Organizational Dynamics. 36: 2, (2007), pp. 156-170 http://dx.doi.org/10.1016/j.orgdyn.2007.03.004. 
(http://www.sciencedirect.com/science/article/pii/S0090261607000150) 

http://dx.doi.org/10.1016/j.orgdyn.2007.03.004
http://www.sciencedirect.com/science/article/pii/S0090261607000150
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to ensure optimum outcomes.  However, a similar approach to compliance might 

also be the result of an organization where the organization’s ethical framework 

solely prioritizes increasing monetary value for shareholders as an outcome.  In this 

case, the organization’s desired outcomes may come into conflict with the 

expectations of the larger community the organization is part of. 

This conflict of priorities within an organisation is not unique to questions of data 

privacy and information governance, but it is an age-old conflict in the application 

of ethics in organisations and society. The resolution of this conflict requires careful 

and diligent management of behavioural change to align organisational and 

societal ethics, and indeed to align the ethic of the individual actor to the desired 

value system.  

Technology is ethically neutral. The application of technology in support of business 

and information imperatives is an essential element to ensure that ethical standards 

are met, however the specification for that technology, the use of that technology, 

the operation of controls, the communication of requirements, and the identification 

of and assessment of risks associated with technology require human actors to make 

ethical choices. 

Volkswagen’s engines misreported emissions in Regulatory checks. They did so 

because the engine management software was designed to detect regulatory 

checking and to modify the engine performance characteristics for the duration of 

that test. That software behaviour was specified by people who defined the 

requirements for systems. That software behaviour was coded by people who 

programmed the systems. That software behaviour was accepted as desired and 

acceptable by people who wrote and executed software quality tests for those 

systems. External reports indicating that there was cause for concern were ignored 

by people. 

A series of ethical choices affected the ultimate delivery of an expected outcome 

to society (cleaner engines and lower emissions). These ethical choices affected the 

strategy for and governance of key information in the context of Volkswagen’s 

engine management systems. The pursuit of market growth drove a series of choices 

that has served ultimately to undermine shareholder value in Volkswagen. It has 

ultimately damaged trust in the German automotive industry, tainted other car 

manufacturers (regardless of their use of similar cheats), and raised questions over 

the effectiveness of Government regulation in a number of jurisdictions. 

This presents us with a clear conflict between the ethical framework of the 

Organisation and the ethical framework of Society that has resulted in a series of 

outcomes which fail to meet the expectations of society. The challenge, and 

opportunity, arises from the need to understand how to take the abstract concepts 

of ethics and implement them in a strategic framework for Information Management 

such that informed and effective choices can be made for the governance of 

information that acknowledges, supports, and enables the delivery of ethical 

outcomes. 
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CASTLEBRIDGE FRAMEWORK:  OUTCOMES FOCUS. 
Decision points and actions at all levels of the organisation are coloured by and 

influenced by the organization’s ethic or moral priorities.  However, at the outcomes 

level, the organisation comes in close contact with the ethical framework of the 

larger society.  On one hand, the organization’s attitudes towards the “customer” 

are coloured by the organization’s ethical framework.  On the other, the 

expectations of what is considered a quality outcome (process outcome or 

information outcome) by external “customers” are shaped by the larger socio-

ethical framework.  A significant disjunct between social ethic and organizational 

ethic is likely to cause unsatisfactory outcomes and responses. 

 

FIGURE 1: A CONCEPTUAL MODEL OF INFORMATION MANAGEMENT FUNCTIONS IN CONTEXT OF 

ETHICAL FRAMEWORKS 

In Figure 1 above, we present a conceptual model for Information Management 

Functions in the context of Ethical Frameworks. This model is built around an 

extension of the 9-cell Amsterdam Information Model developed by Maes, Truijens,  

Abcouwer13 and others at the University of Amsterdam. In our consulting work, 

Castlebridge Associates extend this model to include the Customer Perspective, that 

constitutes an expectation (or set of expectations) of how the information and 

process management capabilities of an organisation will deliver desirable and 

expected outcomes for them (Information Outcomes and Process Outcomes). The 

quality of the overall System of Information Management (the original 9-box model) 

                                                 
13 Maes, Rik, Rijsenbrij, Daan, Truijens, Otto, Goedvolk, Hans: Redefining business-IT alignment 

through a unified framework, PrimaVera Working Paper 200-19, 2000. 
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is defined by how well the Information and Process Outcomes produced by it meets 

or exceeds the expectations of the Customer. 

The influence and roles of ethical frameworks on the perceived quality of the System 

of Information Management arise in two distinct ways: 

1. The ethical framework of Society can influence Strategic and Tactical 

governance and planning in an organisation through the definition and 

enforcement of laws and regulations, and the development of Standards 

and Codes of Practice to support the implementation of both legislative 

requirements and wider concepts of “good practice”. Customer feedback 

and complaints (the “Voice of the Customer” in Quality Management terms) 

drive changes in organisation business practices, information management 

capabilities, and technology components. 

2. The ethical framework of the Organisation can influence Society through 

lobbying at a strategic level, contribution to establishing what “good 

practices” are through benchmarking and contribution to standards working 

groups, and through education of the customer and the wider market as to 

the benefits of products or the societal value of the proposed information 

processing. 

Within the organisation, the alignment of and execution of Business, Information, and 

Technology functions is generally achieved through the operation of processes, 

policies, controls, and communication within and across organisation verticals. This is 

illustrated in the diagram by olive green lines. However, the effectiveness of these 

lines of communication can be heavily influenced by the ethics of Society and the 

ethics of the Organisational, represented by yellow and black lines respectively. 

Where an organisation is strongly aligned with the ethic of Society, then issues with, 

questions about, and challenges to proposed strategies, methods, and procedures 

for processing information which are at odds with that ethic will be more likely to be 

communicated and addressed to ensure an overall System of Information 

Management which will be capable of better meeting the expectations of 

customers in that Society. On the other hand, if the ethic of the Organisation is the 

dominant cultural driver in the organisation, we often find such challenges greeted 

with resistance, attempts to downplay or ignore the risks, or at times an almost 

bullying approach to obtaining and processing data even to the point of breaching 

applicable laws and guidance standards. 

In short: the decisions an organization takes regarding the implementation of an 

Information Architecture (as illustrated in the model outlined in Figure 1) are directly 

impacted by the manner in which the organisation aligns and emphasises its internal 

ethical framework with the ethical framework and expectations of Society. 

As Steven Feldman has stated, “Business managers in the competitive economic 

system are vulnerable to developing a split personality. On one hand, they can 

develop a single-minded pursuit of profit that sometimes has difficulty even bridling 

itself at the boundaries of the law; on the other hand, business managers are 
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socialized in communities where virtues of honesty, fairness, and trustworthiness are 

held in high regard.”14  

Unfortunately, this dichotomy of emphasis is not unique to commercial organisations. 

The single minded pursuit of one perspective of value can ultimately lead to actions 

which run counter to commonly agreed ethical values. It is this dichotomy that leads 

to charities selling or renting access to their donor databases to list brokers without a 

lawful basis (because it helps make more money for the delivery of service), to 

government departments demanding bulk data sharing without a statutory basis 

and other necessary controls, and to researchers chafing against the constraints 

that must be placed on their use of and exploitation of data to mitigate against 

unintended consequences of otherwise valid research goals. 

However, in an organization that maintains a balance of priorities that align with the 

socio-ethical framework, what is understood to be a quality outcome by the 

organization should also align with societal expectations.   The challenge lies in 

addressing ethical alignment in the philosophies and strategies for Information 

Management in organisations. This requires both an emphasis on introspective re-

evaluation of ethics by the organisation as well as an approach to educating and 

communicating Society about the ethical frame being applied in the organisation 

to the proposed processing. In cases where there is a significant disjunct between 

the two ethical frames outlined, it also requires a clear articulation to Society (the 

Customers) as to how the proposed processing is to the benefit of Society, even if it 

requires an evolution of the ethic of Society to permit the processing. 

In this way, the expectation of Information and Process outcomes, and the 

perceived and experienced quality of the outcomes delivered by the System for 

Information Management in the organisation can be more appropriately 

established and aligned in a way that not only supports a balancing of at least two 

potentially competing ethical perspectives but may contribute to an improved 

quality of ethical practices in relation to information in organisations and society 

alike. 

The basic principles of human rights, human dignity, and the concepts of Kant’s 

“categorical imperative” (treating the human individual as an end, not just a 

means) might be used as foundational check points to test outcomes against 

expectations of quality in an ethical framework. 

TESTING OUTCOMES AGAINST FIRST PRINCIPLES 
We may apply a two-stage examination of the outcomes against first principles, 

balancing the outcomes against four ethical questions regarding the preservation or 

enhancement of human rights.  First we might ask whether the outcome might 

contribute positively to “the good”, or positive preservation of human rights: 

1. Does it preserve human dignity? / Does it enhance human dignity? 

2. Does it preserve the autonomy of the human? 

3. Is the processing necessary and proportionate? 

                                                 
14 Feldman, Steven P. Moral Business Cultures: The Keys to Creating and Maintaining Them. 

Organizational Dynamics. 36: 2, (2007), pp. 156-170 
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4. Does it uphold the common good? 

The second stage asks: Does the outcome violate any of these five points?  

This test seeks a positive outcome as a determiner of ethical action.  Where the 

positive contribution to the social good is not the priority, it balances the priorities 

against the social ethic of the necessity of preserving human rights.  An action with 

an outcome that violates these rights may be expected to come into conflict with 

the societal ethic that regards human rights as a fundamental priority.   

As modern information management capabilities may process, combine or link, and 

make available vast amounts of information, it is important to consider the 

outcomes resulting from data processing that are not the focus or intended 

outcome.  This test will need to consider not just the intended outcome but other 

anticipated possible outcomes.  

EXAMPLE TEST OF OUTCOMES AGAINST FIRST PRINCIPLES 
A few brief example scenarios may show how real-world processes and outcomes 

might be tested against first principles.  These are rough illustrations rather than in-

depth analyses: 

SCENARIO 1: HEALTH IDENTIFIERS 
A public health services body is planning to implement universal health identifiers for 

all individuals who use the health services.  They foresee many benefits to the 

implementation, including increased accuracy in prescriptions, a “single view of 

patient”, and possible cost savings through increased efficiency. 

QUESTION 1: DOES IT PRESERVE HUMAN DIGNITY?  DOES IT ENHANCE HUMAN 

DIGNITY?  

A properly implemented individual health identifier has the potential to 

preserve and enhance human dignity; accurate identification of patient and 

procedure required for patient can mean the difference between an oral 

exam and a rectal exam.  Reducing the chances of procedural error in 

delivering medical treatment would not just preserve but enhance the dignity 

and well-being of the individual. 

QUESTION 2: DOES IT PRESERVE THE AUTONOMY OF THE HUMAN?   

The question of autonomy raises issues of free and informed consent which 

are extremely important for ethical medical practice.  The existence of a 

health identifier might not necessarily adversely affect the autonomy of the 

patient, but people may object to having their medical information 

combined in a way that provides an overarching view of what is often 

extremely sensitive information.   

It will also be necessary to consider who is to be allowed access to patient 

information, and what controls are in place to ensure decision rights are 

restricted.  Control measures will have to be in place to ensure that 

information management is centred on the individual and ensures their 

autonomy as active “choosers” is preserved. 
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Great care will need to be taken to ensure that the design and 

implementation of the health identifier preserves the individuals’ privacy and 

their rights to autonomous action as “choosers”. 

QUESTION 3:  IS IT NECESSARY AND PROPORTIONATE?  

If the organization wishes mandatory use of health identifiers across the 

board, this processing of personal data will have to be justified as necessary 

and proportionate.   

QUESTION 4: DOES IT UPHOLD THE COMMON GOOD?   

It could be argued that the identifier will increase accuracy in reporting and 

statistics, providing necessary information to identify which services are 

needed most, increase the ability to provide needed services to the public. 

This will have to be balanced against the privacy aspects and the 

proportionality and necessity of processing. 

 

SCENARIO 2:  APPLICATIONS OF LIFE LOGGING TECHNOLOGY FOR ALZHEIMER’S 

PATIENTS 
An organization is developing advanced life-logging capabilities to aid people 

suffering from conditions affecting their memory and cognitive processes.  Day-to-

day actions and events are recorded to serve as a reviewable a record of events, 

acting in essence as a prosthetic memory. 

QUESTION 1: DOES IT PRESERVE HUMAN DIGNITY?  DOES IT ENHANCE HUMAN 

DIGNITY?  

As this application of technological advancements might possibly do a great 

deal to ease the distress of a person suffering from conditions such as 

Alzheimer’s disease, it could very much enhance the dignity of the person. 

QUESTION 2: DOES IT PRESERVE THE AUTONOMY OF THE HUMAN?   

The planned capabilities of the technology would help to preserve the 

autonomy of the device-wearer.  However, the life-logging technology would 

by its nature record the interactions of the device-wearer with other people, 

capturing their personal data as well.  Controls would need to be 

implemented to taking their autonomy into account, including the possibility 

of choosing not to have their data processed.  

QUESTION 3:  IS IT NECESSARY AND PROPORTIONATE?  

In the context of the device-wearer, the processing would likely be necessary 

and proportionate.  However, the question of necessary and proportional 

processing also arises in the context of the other people the device-wearer 

comes into contact with.  Measures should be taken to ensure that 

processing of the personal information of these people is minimised, 

particularly if there are no measures in place to ensure free and informed 

consent. 



A Primer on Ethical Principles in an Information Governance Framework 

© 2015 Castlebridge Associates                         15 | P a g e  

 

QUESTION 4: DOES IT UPHOLD THE COMMON GOOD?   

This application of technology is primarily focused on the enhancement of 

individuals’ dignity, but it could also be argued that its availability would also 

be of more general benefit to communities as a whole.   Family and friends of 

a person affected by Alzheimer’s’ disease might also benefit from its use.  

Developments in care to aid members of a community are likely to improve 

the community as a whole. 

 

SCENARIO 3: APP TO IDENTIFY SUICIDE RISKS ONLINE AND CONTACT FRIENDS FOR 

SUPPORT 
A charity focused on suicide prevention develops a web application that monitors 

social media to alert people to friends that may need mental health support.  It 

utilizes an algorithm that analyses social media posts for particular keywords and 

phrases that may identify depression or suicide risk.  Posts are flagged and a link to 

the posts of concern is sent to the person who signs up to the service with 

information on support options.15  

QUESTION 1: DOES IT PRESERVE HUMAN DIGNITY?  DOES IT ENHANCE HUMAN 

DIGNITY?  

In intent, this application is meant to preserve human dignity and provide a 

social safety net for people in distress.  However, it lacks controls to ensure the 

automated analysis of people’s posts to social media will be used by people 

with good intent.  The ability to automatically monitor people’s social media 

messages for signs of mental distress would also be a very useful tool for 

people who are bullying or harassing an individual enabling them to attack 

people when they are at their most vulnerable, resulting in a tool that causes 

distress and violates human dignity. 

QUESTION 2: DOES IT PRESERVE THE AUTONOMY OF THE HUMAN?   

The app as designed allows a person to opt someone else in to processing, 

resulting in the analysis of an individual’s social media postings to identify and 

flag possible mental distress without allowing them the ability to choose this 

service.   This violates individuals’ privacy and their rights to autonomous 

action as “choosers”. 

QUESTION 3:  IS IT NECESSARY AND PROPORTIONATE?  

The automation of the ability to monitor an individual’s social media postings 

to identify sensitive information and lack of controls on who can use this tool 

to monitor a person’s mental state would suggest that this tool does not pass 

the necessity and proportionality tests.   

                                                 
15 This scenario is loosely based on the real world case of the “Samaritans Radar” app, which 

was pulled from use after vocal objections and complaints to the ICO stating that it violated 

privacy rights.  http://www.samaritans.org/how-we-can-help-you/supporting-someone-

online/samaritans-radar 
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QUESTION 4: DOES IT UPHOLD THE COMMON GOOD?   

While this application may have been well-intended with the intent of saving 

lives, it would be difficult to argue that the outcomes of the process as it was 

developed would uphold the common good. 

This case illustrates the importance of considering the unintended outcomes of data 

processing.  The intended outcome of this process would have been lifesaving 

support for people at risk of suicide.  However, a privacy impact assessment at the 

planning stage should have revealed serious risks of violating privacy and dignity in 

the application as it was designed.   

Consideration of the ethical risk and possible unintended uses and consequences of 

data processing at the planning stage could have resulted in a product that served 

the purpose of providing support for vulnerable people while mitigating the risk of 

violating their privacy and dignity and exposing them to further harm. 

 

SCENARIO 4: USE OF ANALYTICS TO CREATE A GRANULAR PROFILE FOR TARGETED 

MESSAGING 
An organization uses algorithmic analysis of the patterns of social media “likes” to 

create granular profiles of anonymized users, identifying information such as age, 

gender, ethnicity, socioeconomic status, and sexual orientation.   These profiles are 

to be used to provide targeted messaging for marketing or political purposes to 

identified users who match the granular profile. 

QUESTION 1: DOES IT PRESERVE HUMAN DIGNITY?  DOES IT ENHANCE HUMAN 

DIGNITY?  

These capabilities themselves may not necessarily violate human dignity.  

However, this depends on the message delivered.  Controls would be 

required to ensure that the uses of this information processing capability do 

not violate human dignity. 

QUESTION 2: DOES IT PRESERVE THE AUTONOMY OF THE HUMAN?   

Although the initial data captured for processing is anonymized, the resulting 

outcome of the aggregation and analysis is essentially identification of 

individuals, processing sensitive personal information.  This is done without the 

possibility of meaningful consent on the part of the individual.  Autonomy is 

not preserved. 

QUESTION 3:  IS IT NECESSARY AND PROPORTIONATE?  

It would be difficult to argue that this processing is necessary and 

proportionate. There may be a societal necessity to enable this type of 

targeted communication, but it must be balanced against the individual’s 

right to be left alone. 

Controls would be necessary to justify and ensure the necessity and 

proportionality of the information processing. 
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QUESTION 4: DOES IT UPHOLD THE COMMON GOOD?   

As with the question of human dignity, the technological capability is neutral.  

It would entirely depend on the use to which it was put. 

 

THE ANALYSIS OF UTILITY OF ETHICAL IMPACT 
The outcomes of different actions naturally vary greatly from small effects to 

extremely large impacts on quality of life.  Possible consequences of an action or 

option can vary from annoyance to fatal. A pragmatic, utilitarian way to measure 

this may be to apply a basic risk and impact analysis on the actions planned, 

determining likely consequences of an activity, the severity of impact these 

consequences might have, and whether there are any controls in place (such as 

legal regulations) to mitigate this.  Two questions to ask at this stage are: 

1. Are there societal controls in place to ensure human dignity is upheld in this 

case?   

2. What organisational or technical controls can we put in place to ensure 

human dignity is upheld? 

The question of controls includes both external controls such as regulations and 

internal controls to ensure actions are limited to avoid violating rights. 

These controls may be as simple as ensuring that Data Subjects are made aware of 

the purposes of processing, the basis of processing, and the identity of entities or 

categories of entities that data may be shared with. The importance of this principle 

in EU Data Protection law has recently been reinforced by the Bara case in the 

European Court of Justice16. Dignity may not require consent to be obtained (in Bara 

the Romanian government agencies had a statutory basis for their data sharing), 

but it does require that there be an awareness of the nature of the proposed 

processing. 

The following table represents a possible simple risk impact analysis focused on the 

impact of proposed actions on privacy and human dignity and some possible 

controls to mitigate the risk of violating rights. 

This type of analysis is similar to a traditional risk analysis in which the probability and 

impact of the consequences of an action can be identified and assessed, and the 

relevant controls to mitigate and rebalance that risk are identified. In the context of 

privacy impacting processing, this type of analysis is a key component of a Privacy 

Impact Assessment, going beyond basic “tick box” checks against statutory 

requirements. Instead it ensures a focus on first principles of ethical behaviour, 

combined with Regulatory requirements and the influence of other externally 

defined standards.  

                                                 
16 Case C-201/14 Smaranda Bara and Others v Presedintele Casei Nationale de Asigurari de 

Sanatate and Others, a ruling of the Court of Justice of the European Union delivered on 2nd 

October 2015 

(http://curia.europa.eu/juris/document/document.jsf?text=&docid=168943&pageIndex=0&d

oclang=EN&mode=req&dir=&occ=first&part=1&cid=235824) 
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Action/ Decision Possible Consequences Probability  Impact Controls 

Mandate mobile phones of 

minors have “net nanny” 

software installed so that 

parents can “protect” 

children 

 Loss of sense of autonomy 

on the part of young people. 

 False positives on activity, 

 Loss of trust 

 Vulnerabilities in software 

may expose minors to risk. 

 

High Medium  Privacy Impact Assessment 

 Education and Training of parent 

and child 

 Limit possible surveillance activities 

(reduce functionality) 

 Develop app using secure coding 

principles and standards 

Retain data regarding the 

sexual life of customers 

instead of securely deleting. 

Possible exposure of highly 

sensitive personal information, 

causing distress, impacts to 

reputation, social position. 

Medium Medium to 

High 

External Control: 

   Data Protection Regulations 

mandate Data is retained no 

longer than necessary 

Internal Controls: 

 Privacy Impact Assessment 

 Define retention periods 

 Encrypt data 

On retiring of a legacy 

telecom programme, send 

an automated message to 

customers who were 

previously subscribed to the 

programme, informing them 

that they have opted out of 

the programme. 

Confusion and distress of 

customers who are led to 

believe there is unauthorized 

activity on their account. 

High Low Internal control: Suppress messages to 

customers who had changed 

programmes before a particular date. 

Analyse internet search 

results to determine interests 

of individual for advertising 

purposes. 

Perception of surveillance has 

chilling effect on willingness to 

search for knowledge, 

intellectual freedom. 

High Medium  Anonymise data 

 Create large enough clusters of 

data to mitigate direct targeting 

of individuals 

 Educate users about AdBlockers 

FIGURE 2 ETHICAL RISK IMPACT ANALYSIS MATRIX
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In cases that touch upon fundamental human rights, the risk appetite of an 

organization should be low. This requires that the organisation have a clear 

understanding of the balance and trade-offs between their goals, as expressed 

through the ethical framework of the Organisation, and the expectations of their 

customers, as expressed through the ethical framework of Society.  This highlights the 

importance of impact analyses such as Privacy Impact Assessments, and the need to 

anticipate in planning and design which areas may impinge upon human rights and 

ensure controls are in place to mitigate risk and uphold human dignity. 

ALIGNING WITH THE EDPS ETHICAL FOCUS 
The European Data Protection Supervisor (EDPS) has thrown a clear focus on ethics and 

human dignity into the overall discussion of Data Protection and Privacy. While he 

primarily addresses “Big Data” in this context, the principles that are espoused are 

equally, if not more, applicable to day-to-day information management contexts. 

The EDPS Opinion identifies four key themes through which human dignity can be 

preserved through ethical practices in “Big Data”. The framework we have outlined in 

this paper aligns with these themes and provides a model for the practical 

implementation of strategic, tactical, and operational governance models for 

information in organisations. 

 

FIGURE 3 THE EDPS VISION FOR ETHICS AND DIGNITY OF INDIVIDUAL IN "BIG DATA" 
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FUTURE ORIENTED RULES AND ENFORCEMENT 
In our framework, legal and regulatory rules are the input of Society into the ethical 

framework of the Organisation. This input happens at the strategic level to influence the 

strategic and governance decisions for Business, Information, and Technology. 

 

FIGURE 4 FUTURE ORIENTED RULES AND ENFORCEMENT IN CASTLEBRIDGE FRAMEWORK 

Once the voice of Society is heard through externally imposed rules, these need to be 

internalised into the ethical framework of the Organisation, cascading down from 

Strategic to Operational decision makers, and aligning across the three fundamental 

activity domains of the organisation (Business, Information, and Technology) 

The organisation can seek to influence rules at the Strategic level through lobbying 

activities which would include traditional lobbying of legislators, but would also include 

education of wider society about the nature and scope of proposed processing and 

the trade-offs and benefits. 

Regulatory rules need to be explicit enough to be meaningful and enforceable but not 

so prescriptive as to prevent their evolution in response to changes in the potential 

application of emerging capabilities in technology or to changes in the wider ethical 

framework of Society.  

Of course, without effective and visible enforcement, particularly in a form that has 

consequences at the Strategic level in the organisation, there will be inevitable 

misalignment of objectives and governance within the organisation. This enforcement 

needs to be meaningful to counter-act the conflicts of priorities identified by Feldman 

and others, which we discussed earlier. 

It is tempting to believe that the influence of the ‘court of public opinion’ would play a 

role here. However, this societal penalty may only be as long lived as the news cycle, 

hence we do not include it at this level in our framework Financial and criminal 

sanctions against organisations and individuals help personalise the need to align the 

Ethic of the Organisation with the Ethic of Society.  

Ultimately, both brand pressures and other sanctions will provide a ‘carrot and stick’ in 

the context of enforcement as the “Customer Expectation” of Information or Process 

Outcomes might be sufficiently negative as to dissuade people from buying a product, 

using a service, or sharing full and truthful information with a government agency. 
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ACCOUNTABLE CONTROLLERS 
The EDPS tells us that: “Accountability requires putting in place internal policies and 

control systems that ensure compliance and provide relevant evidence in particular to 

independent supervisory authorities.” 

 

FIGURE 5 ACCOUNTABLE CONTROLLERS IN THE CASTLEBRIDGE FRAMEWORK 

This requires formal planning for the implementation of and execution of defined 

systems of governance for Business functions, Information Assets, and Technology 

platforms. In particular, the ability to generate and produce consistently reliable 

evidence for the operation of controls over the processing of data is essential.  

The EDPS has argued for more responsible initiative on the part of businesses. These we 

identify as “Standard Practices” that might emerge from within an organisation and 

which might be held up as being of benefit to their wider industry or to society (we 

refrain from using the term “best practice” as this implies no scope for continuous 

improvement). The EDPS also identifies guidance from Data Protection Authorities, 

codes of conduct, certifications, and other mechanisms to support accountable 

behaviours in the organisation. 

Another sub-theme in the EDPS commentary on “Accountable Controllers” is the 

importance of proactivity and transparency of processing in ensuring robust trust. Our 

framework represents this through the explicit focus on the Customer’s expectations of 

Information and Process Outcomes and the customer feedback loop. 

 

FIGURE 6 AVOIDING "BLACK BOX" WITH CASTLEBRIDGE FRAMEWORK 
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EMPOWERED INDIVIDUALS 
The EDPS Opinion discusses the need to recognise that individuals are empowered, but 

also to provide the ability for individuals to exercise power and control over their data 

and how it is to be used. They discuss the concepts of pro-sumers, consent, and ‘data 

ownership. All of these reflect the interplay between the individual as an actor in 

society and the organisation. 

 

FIGURE 7 EMPOWERED INDIVIDUALS IN THE CASTLEBRIDGE FRAMEWORK 

This societal expectation of the types of Process and Information outcome that an 

organisation should deliver, and the ability of the organisation to meet these 

expectations, defines the overall quality of the system of Information Management in 

an organisation to support human dignity through the application of ethical principles 

and practices. 

Educating the customer about the uses of data, and avoiding the pitfalls of assuming, 

without appropriate explanation, lawful basis, or consent, ownership of someone else’s 

data that is linked to their individual personality, is one approach to empowering 

individuals. Providing mechanisms for individuals and society to provide feedback on 

how data is being processed and the impact on human dignity is another. 

However, for these mechanisms to be effective in practice, the organisation needs to 

ensure appropriate alignment and governance of the Business, Information, and 

Technology functions that contribute to the delivery of the expected Information and 

Process Outcomes. Part of that governance is an ability to respond to and adapt 

governance controls to feedback from Society, whether it is represented by an 

individual, a civic society organisation, or a Regulator. 

Ultimately, as the EDPS points out, in the balancing act between personal data privacy 

and other concerns such as public interest and the rights of others, human dignity is a 

constant which must be respected at all times. This right is best supported through 

mechanisms for governance of information which allow the “Voice of the Customer” to 

be heard and their dignity to be recognised. 
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PRIVACY-CONSCIOUS ENGINEERING 
In his Opinion, the EDPS tells us that: 

“Human innovation has always been the product of activities by specific social groups 

and specific contexts, usually reflecting the societal norms of the time. However 

technological design decisions should not dictate our societal interactions and the 

structure of our communities, but rather should support our values and fundamental 

rights.” 

The Opinion describes a number of mechanisms and approaches by which this 

balancing of technology design against societal interactions and fundamental rights 

can be achieved. Techniques such as metadata to tag records with their data 

protection requirements, data aggregation, and empowerment of individuals through 

anonymity. 

We believe that a ‘first principles’ based approach building on an assessment of the 

proposed outcomes against their ability to support human dignity and their alignment 

with fundamental concepts in ethical philosophy is a key first step. We believe that 

these principles can be incorporated into effective day to day operative governance 

frameworks by focussing not just on technology but on the ‘Business’ processes, 

functions, and objectives that we intend such technologies to support and enable. 

The ‘principles first’ approach must, by its very nature, be based on an assessment of 

the proposed outcomes for Society and the desired outcomes of the individual. From 

there, organisations must engineer both their technology and their organisational ethics 

to ensure appropriate attention and respect is paid to privacy concerns in a holistic 

governance environment. 

 

FIGURE 8 THE "BIG PICTURE" FOR ETHICAL INFORMATION MANAGEMENT 
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CONCLUSION 
The vital importance of an ethics framework to govern the development and use of 

new technologies has been recognized again and again.  New developments in 

information management tools and capabilities shine new light on the need to take 

steps to actively engage in determining a framework that ensures rights are upheld.   

A framework for ethical information management practices will need to look to the 

future to ensure processes are designed with regard to respect for human dignity and 

fundamental rights such as privacy and data protection. Communication of these 

values and ethics in an organization must be cross-functional and extend across silos, 

and will need to be supported by a governance framework that ensures 

accountability.  Following good information governance practices and ensuring ethical 

requirements are considered at the beginning stages of the information lifecycle will 

help to ensure that new developments in information processes and technologies 

enhance the dignity and empowerment of the person. 

In discussing the need for an ethical framework for modern information management 

tools, it is useful to ground ourselves in first principles and to look back to lessons learned 

in other areas and disciplines.  Technology itself is neutral; our use of technology must 

be ethical.   The fundamental requirement in any design or plan to use technology in 

novel way is to ensure that the outcomes of the new use do not result in violations of 

human dignity whether by design in which the individual is seen as a means rather than 

an end, or by unintended consequences of a well-intended process.  Rather, from initial 

planning and design, the ethical values of upholding human dignity must be integrated 

and communicated as a vital consideration in the design and implementation of new 

technology and processes.  A principles-based, outcomes-focused framework may 

provide tools to determine priorities in the contexts of organizational and societal values 

in order to identify and mitigate the risks of adverse outcomes. 

 


